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operator independent way to route
GPRS data from numerous data

J control and collection points to host
server system.

Features - Any remotely located data collection

system based to GPRS data
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‘ - Si-Tecno modular systems easy and

Power
+24V

4

« Embedded stand-alone mobile GPRS
device router

o 24V DC power supply

« ARM9 CPU

* Linux operation system

*  Web browser user interface

 MR-01-04 for up to 4 mobile
connections

« MR-01-16 for up to 16 mobile
connections

* MR-01-64 for up to 64 mobile
connections

Description

MR-01 Mobile Router is the connection link betweeabile devices (like MIC-controllers) and the
control servers (ClearScada-servers) which comnatesgcwith each other via GSM/Internet
network. The link is accomplished with two TCP/IiEhger applications: Mobile server and control
server. Both servers are embedded inside the MBR1 b
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Mobile device addressing

Mobile device (MIC0O1-CLR) identification is acconmgited with fixed mobile ID numbers. IP-
addresses are not used. Mobile ID number rangmiied to 1...10000. Same ID number with two
mobile devices is not allowed. It is a conflict atidables the second connections.

Mobile server structure

Mobile server embedded inside the MRO1 softwatha@sconnection point for all mobile devices.
Mobile server listens to the connection port an@dsmMar incoming connections from mobile

devices (MIC-controllers). Data packet compressidgwress is used to reduse the GPRS data costs
and to increase the speed of the communication.

Communication method between mobile device and lmalerver is GPRS. Basic SIM-card with
GPRS support is required for any mobile deviceeAttser configuration the mobile device is ready
to connect to the mobile server.

In most cases the incoming connections from theilmalevices are coming via public Internet to
the mobile server. This means that the mobile sentest be located to the place where there is a
static and public IP-address or domaiNote: In most countries this static internet IP-addresst
be separately ordered from the local internet sergrovider.

Control server structure

Control server embedded inside the MRO1 softwatledsconnection point for the host system (like

ClearScada server). Control server listens to émmection port and waits for incoming connections
from host devices. Data packet compress/decommess used between the control server and the
host system.

Communication method between control device andilmskbrver is TCP/IP communication.
In cases where the incoming connections from tls¢ tevices are coming via public Internet to

control server, the host server requires statermt IP-address only if other applications (like
ClearScada WEBX) do need it.
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Note! If all host devices are located on the samr@amnet with MRO1 only one static and public IP-
address is necessary for this intranet.

Web User Interface

Web interface on port 80 is used as system moaitdrconfiguration tool (we recommend
browsers that are based on moxilla).

Version page

%3 Si-Tecno Mobile Router - Mozilla Firefox
File Edit ‘iew History  Bookmarks  Tools  Help

{E A . @ I'_E* ([ httpef192. 168, 1, 150fcqi-binfssi.caifversion bl ' B v' .
YLE YLE uutiset Cikntie @ Etuoyi, com \"'\ Farmell InCne, distrib. .. AMD Fusion Flash Car,.. || Operating Systems - ... »
—Router versions:
Protocol wversion: 1
Yersions Software revision: 0.0.1
Manitoring
Configuration
lDu:nn_e B
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Monitoring page

3 Si-Tecno Mobile Router - Mozilla Firefox

File Edt ‘iew History EBookmarks Toolks  Help
™ — o T — :
<!,J i - %_"'I \_5_7 L] http:fi192.165. 1. 150/ cgi-bin/ssi.cgifstatus.html x| ,g—_l"

YLE YLE uutiset Oikatie aﬁ Etuovi.com % Farnell Indne, distrib... AMD Fusion Flash Car... | | Operating Systems - ... | | Embedded | Embedde... »

Monitoring

—Router monitoring:

Router status: Online
Versions Mobile side connections: 2
Hgikoriig Control side connections: 2
EE Tx packet count: 10116
R¥ packet count: 10106
Exhanged payload data: 1214843 GPRS bytes

http:ff192,168.1, 150/ cgi-binfssi, cgifconfig, html
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Configuration page

% Si-Tecno Mohile Router. - Mozilla Firefox

File Edit ‘iew History Bookmarks Tools  Help

- P ~ = I
@ - - @& (] | LI httpejf12.168.1.150)cg-binfssi.caifconfig. htr x| B |[Glx|co
YLE ¥LE uutiset Cikatie M Etuovi.com \-"\ Farnell InOne, distrib, .. AMD Fusion Flash Car... | | Operating Systems - ... | | Embedded | Embedde... =% Find Ip Address - res... »

Configuration

—Router configuration

Router address:
Device IP address: __192.168.1.150

Wersions

Manitaring
Configuration

Mobile side: For MIC

controllers

TCP connection port: ::30100 | (1025-39999)
Refresh limit in 10ms: 3000

Refresh tries count: 1

GControl side: For
ClearScada servers

TCP connection port; [a1m | (1025-39099)
Refresh limit in 10ms: 3000
Refresh tries count: 1

Save |

Diane
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Connection examples

Example 1

Typical connection in corporation network. All showP-addresses are fictional and user shall user
use the public static IP received from the loctéiinet service provider and local self selected
intranet IP-addresses.

: | |
n* Mobile | :
; | . .168.1.

devices | Private lp 02108119
: area :
mico1 | Scad |
s \/\ GPRS, UMTS... | cada | |
| server |
NP |
|
Firewall . |

GSM DSL Switch
Py /l/’ | Operator n;(odem Router mg :
/\ (APN) (nat) :
/\/ GSM base [ :
MI%%I station : MRO1 |
mi I

|
LAN |
88.114.145.105 (Static&Public) I Ethernet :
Communication forwarding to : 192.168.1.20 |
mobile server of MRO1 | Mobile server 1501 :
(192.168.1.20: 1501) ! Control server 1502 |
|
L
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Example 2

Typical connection in corporation network. All showP-addresses are fictional and user shall user
use the public static IP received from the loctdiinet service provider and local self selected
intranet IP-addresses.

In this case the connections to the host servasrnsng via public Internet.The host server requires
static internet IP-address only if other applicasiounning in the server (like ClearScada WEBX
remote interface) do need it.

| i
| Private IP :
: area |
| |
|
* 1 .
nd M.Ob”e xDSL FRI’:?J:;" Switch | | Scada :
evices modem (nat) Hub Server :
Mico1 :
. \/\ GPRS, UMTS... i |
D : LAN 192168.1.19 |
| Ethernet |
GSM I

'\fmﬁozl /l/’ Operator |\ internet y  ~ T T T !
/\ (APN) e
| |
/\/ GSM base | Private IP |
vicor station | area !
mid3 | |
' |
|
Firewall ] |
n;‘(?di';n Router Smgh —  MRO1 |
(nat) I
|
| |
|
88.114.145.105 (Static&Public) : LAN 192.168.1.20 I
Communication forwarding to | Ethernet Mobile server 1501 |
mobile and control server of MRO1 | Control server 1502 |

(192.168.1.20: 1501 and 1502) @ — T T T T T T T T T T T T T
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Software version
Latest revision Date Available
0.0.1 5.4.2008 Now, from Si-Tecno Oy
Technical Specifications
PARAMETER System Controller UNIT
Power supply
Supply voltage +24 VDC
Max supply current 0.3 ADC

Phoenix-2
Ethernet interface
Network interface 10/100Base-T
Network connector RJ-45
Services: WEB User interface,

GPRS routing
Default IP-address (factory) 192.168.1.13
USB2.0 interface (option)
Interface type Host
Interface connector USB A
MM C-card interface (option)
MMC-card type uSD up to 2GB
Operating temperature (+0) — (+60) degrees Celsius
Si-Tecno Oy Riihitie 8, 00330 Helsinki tel: +358 94570
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Connectors
Ethernet
connector
@ ﬁPower supply
A
E GND
5 +24V
Measures:
i‘ 45:00 ‘i
+ ; 850‘
T o |
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Contact information
Si-Tecno Oy
Riihitie 8
FIN-00330 HELSINKI
FINLAND
tel: +358-9-4770 570
fax: +358-9-4770 5730
WEB: WWW.Sitecno.com
Si-Tecno Oy Riihitie 8, 00330 Helsinki tel: 4358 9570
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